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CHAPTER 7 RISK ASSESSMENT

7.1 A risk assessment should be conducted to ensure
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that risks arising from the use of MASS functions
including relevant functions in ROCs, affecting
persons on board, the environment, and the safety of
the ship are addressed, taking into account
identified goals and functional requirements
ensuring a level of safety expected of a
conventional ship. The risk assessment can be
conducted on MASS as a whole, and/or on the MASS
functions. It should also consider the OE or ConOps
of the MASS. The risk assessment should address
relevant mitigation measures. Should the risk
assessment be carried out on specific MASS
functions, the consequences on other ship’ s
functions should be considered and mitigated
URAZTHAAL M, ROCOBHHEHEZ &, MASSHERE
DRERNSAE L D/MME . BREEXR OO L2V %
FIEFTV ZAZIZO0WT, FE Sz B R OB Re B 25
JE L. TERMICHIR SN D LZE L~V TRk L7R7DN B SR
WZXHALT D 72O S L2 T U by, VA7 7k
AR ME, MASSER K O/ SUIMASSHEREIZ D\ T
HZLENTED, F72, MASSDConOps (L XFDOE) &
BTDZ L, VAZT7EAAL NI, BEES 2 BI80R 4 HL
D EFDHZ L, FEEDOMASSHEREIZ DWW T Y A7 T EA A
M FERT D56, MOMMOEE~DRELZE L, 2
NEBRT DMERD D,

7.2 Appropriate risk assessment methodologiesl should
be used for the different steps of the approval
process as required in chapter 6 (approval process).
Such risk assessments might include but are not
limited to

22




FeE (KRBT mrER) TERINTVD LT, @R
VAT TEAA L NOFEDNR, KB T w8 ADL 2 AT
Yy IR RITNIT R LR, ZOXH572 VR Tk
AZA L MIU T RSN, ZHIZRES LD O TIE RN
.1 MASS (including ROCs) and system design;
MASS (ROCZ&ETe) MU AT LD
.2 alteration or modification of any major
characteristic of the ship or of the OE or
ConOps of MASS that may impact MASS functions.
MASSEEREIZ BB A AT T RIREMED &> 2 . fffin oD 3 BEky
P, MASSOOE X 1XConOps D2 K OMEIE

7.3 A risk assessment should be carried out by
personnel with relevant expertise as required by the
Administration of the flag State
(MSC. 1/Circ. 1212/Rev. 2, annex point 4).

YR THAZ S ME, BEEEET ORI, B
LM AE AT HANBICL Y Eig S nide bz
(MSC. 1/Circ. 1212/Rev. Ifft/BERA > 1),

7.4 Risks should be analysed using suitable,
recognized and appropriate risk assessment
methodologies. The output format should be justified
by the Submitter and be agreed between the Submitter
and the Administration. Risk assessment should
include a comprehensive description of the
autonomous and remote-control function’s
utilization, effectiveness and reliability by
performing a thorough hazard and mitigation
analysis, evaluating the identified risks, and
implementing effective risk control measures. The

risk assessment should analyse and address hazards
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associated with the intended OE of the MASS
including the associated ROCs, as described in the
ConOps. Apart from the hazards such as loss of
function, cyber incidents, software application
failure, component damage, fire, explosion and
electric shock, it should also consider the random,
systematic, and systemic hazards involved within the
OE.

URAZIE, ZETRMINIZEE R Y A7 TRAA SN
ErnTothan2nide by, RO 7 +—~<
v ME, BHE IS X > TES kS, ZHE & EETOM
TABEINDLGRETHD, VA TERAAL MIE, MUK
B 72— R R OBRER DM 21TV, FESniz ) A7
DR, ZRAYe ) 27 EEEEOEM L £ AHRLOE
FREREERE ORI A2, (FEMEICEIT 2 el ihi e el
WEENDHRETHD, UAZTEARXL ME, ConlpsiZ
LR SN TS K HIT, BHE HROCE & TMASSOEX &
MTZOEIZBIET D — R&or L, st L2z iud7ze o
RV, BEREEESL, YA NI ERALERS. S MR,
EEFONF— RO, OENTRAETDLT H L, VAT
NTAYI VAT Iy I RO EBES L L,

7.5 The adopted mitigation measures should take into

consideration single failure events, but also
foreseeable events within the OE of the ship that
may influence the performance of more than one
system at the same time (e.g. heavy weather during
hours of darkness). Such features should consist
mainly of independent mitigation layers, including
predefined fallback states. The number of such

mitigation layers should be proportional to the
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risk.

The assessment should ensure that hazards are
eliminated wherever possible through inherently safe
design and hazards that cannot be eliminated should
be mitigated as needed

The effectiveness of the mitigation measures
consideredin the risk assessment should be verified
according to the verification and validation plan
stipulated in paragraph 2.7 of the annex.

B SN DBETFBRIL., B—oOiEFLRZT T Ak
\ZHEE D v AT L OMERRIZ B A2 BT ATREMED & 2 M
DOEN DT R ATREZR 5 (F] XM REE) b BEICA
NENETHD, TO&) HEREIE, EICFANCERS N
127 =Ny ZARBE & G, JSL LTCBER L A ¥ — TR
RENDHDLT D, TDXD BB LA Y —DHITY A
ZIZHPITRETH D,

TEARA L T, REMICLERRRFHT L0 FTREZRIR Y
A= RZPER L. BRTE VAP — FIIREIZS T T
BT 5,

URZTEAA L N THE S IVIZBRTFBOFRMET,
FROD2. THORRE K U2 4 PERERE RTINS 1E > THIRES 7
T 5720,

"Refer to MSC.1/Circ. 1455 and IEC/ISO 31010:2019 -
Risk assessment techniques and Risk assessment
Methodologies may be used include:

IEC 61508 parts 1 to 7 - Functional safety of
electrical/electronic/programmable electronic
safety;

STPA :
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http://psas. scripts. mit. edu/home/get_file. php?name=S
TPA_handbook. pdf
RBAT : https://www. emsa. europa. eu/mass/rbat. html

CHAPTER 8 OPERATIONAL CONTEXT

8.4 Fallback state
In case of deviating from its OE a ship should enter
a predefined fallback state, offering an additional
mitigation layer. There may be more than one
predefined fallback state to address failures or
conditions identified at the ship design stage that
might lead to a ship deviating from its OE.
MEARZROED BRI L7258 MARIIED Hiz T 4 —/LN
> ZIRBBIZAD | BINOER LA v —Z242dt9 5, Ao
R ETBC M CHRPE S AL72. ARMADS0ED Ml 2 FTREME D &
DFREESNPIRBITH LT 27212, BO BN T 4 —/N
v 7 RENEEIFET 2B B0 D5,
The conditions, actions and procedure to enter into,
and recover from, a fallback state should be
considered as the fallback response and should be
predefined and able to be tested
T F =Ny ZIRBBISER T 2 KOV OIREED B RIE T 5
2O DR, BEROFIRIL, 74—y %G & LT
EFR S, FANER SN, T A MARERbOTRITNT
72BN,
When a ship enters a fallback state, the predefined
fallback response should avoid, as far as
practicable, any harm to life at sea, other ships
infrastructure, or the marine environment while the

ship returns into its OE and the normal operation is
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restored.

HaZS 7 4 — v Xy ZIRRBICA D & BIAS0EIZR Y | i
FIEMAEE S NS T, FANZERS NI T +— 3y
7 5NSIZ & T M EOLA, MM, 27 T AT
BE~DfEHE Z rTRER IR Y Bl 2 LE R H D,

Fallback states should be risk—assessed and
demonstrate effectiveness in avoiding further
deterioration in the status of the ship or
increasing the threat to life at sea, to other
ships, infrastructure, or the marine environment
Depending on the result of the risk assessment, more
than one independent fallback state should be
available at any time during normal operations

Being in a fallback state should not result in an
intolerable risk.

74—y ZOARREIL. RMAOIRRE D & B 72 D AL
o N, o, A 7 78 L <FHHFEREICHT 5
B O R ZERT 52 EIZONWTI R TEAA Y A
It AIMERRSNRTNITR LR, VAT ER
AV ROFERITIE T, BIEOMSL LT 7 +— 3y 7 IREE
PEHEEM OO THRA AR TR TR bR, T
=Ny ZHREIZH D Z LIE, A TERWI A7 2 b
5T HLDOTh- TR B,

The ship should be capable of notifying its crew and
any operators when transitioning to, and operating
in, a fallback state

fEfE, 74— Ny ZARRBICRBAT ROV IR CTIE
HERIE. I N— RO N — X ~OEMPB AEE T U
IR B 7R,
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CHAPTER 9 SYSTEM DESIGN
In addition to complying with relevant rules and
regulations and standards, performing and
supervising any specific function of the ship, MASS
functions should comply with the following high-
level principles.
B HI) N OB 038N A0 OO 5 18 DS RE D %1 &U\ﬁ*
BHTINA . MASSEEHRE iL,LTO)/vf LYV & ST L7t
UL B 720,

Safety—Centric Design:
Systems should be designed to minimize risks to the
ship, crew, ROC operators, cargo, other ships and
the marine environment by incorporating inherently
safe design principles. All systems used for MASS
operations should include fail-safe mechanisms and
emergency protocols to ensure comprehensive safety
and effective risk management. Hazards affecting the
systems should be eliminated wherever possible, and
those that cannot be eliminated should be mitigated
as needed by using a risk assessment as described in
chapter 7.
VAT AR, AERNCZERHRERIZ R0 AT, AR
fin, EHLE, ROCANL—2 8, MoOfn, MHERSL
A@UX?%%¢@’miéi9_u#¢5 & MASSH
EIEHSND B TDOY AT AL IR IR A & 5D
%%&)Xﬂﬁﬂ%%%ﬁék@@7;4wt~7%ﬁ:
ALERETa halPNEERLTWVWDH I E, VAT AITE
B b2 DfEBIEFTRERIR Y HER T 5 2 & HEERTE 220
falix, BTETHPAINTNDII AT TEAR S M &ff
ML TREITE U TR 2 2 &,
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9.2 Human Centred Design

[The design and operation of the MASS and associated

(ROC) human—machine interfaces should prioritize

assistance to human operators. The Human—Centered

Design (HCD) should be appropriately tailored for

all anticipated interactions between the

crew/operators and the MASS.

[MASS L ONEEE#E T % (ROCD) B ==« w0« A H—

7 = — ADFRE - EIE. A OA RV —Z DR w B

Jed D &, AEHLEREE HCD) 1%, Zb—/F L —X

EMASSOITHE SN2 2 COMAMERICE b THEEIC

T DL,

Interactions between onboard crew and remote

operators should be considered in the Human—Centered

Design outlined in section 13.6

s LoD 7 V— LERRERARE T O° 0 B 13, 13, 65 THED

SNDHAHPLRETERIND Z &,

Human operators, both on board and in remote, should

be actively involved in the validation stages to

ensure that the systems can be safely operated. ]

VAT ANERICEETE L 2 LB RGET 72D, ik

K QN O N DA~ L— 2 3 RGRE B RS I R AR 12 B 59

52, ]

9.3 Robustness and Reliability:

.1 Systems should be robust and should be able to
operate effectively under adverse conditions,
including diverse maritime environments and
operational challenges.

VAT NFBAET, SARILIETFEREOEN L OFRE R
EDOERMFFTHRRMICEMETE D2 &,
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.2 It should be ensured that the systems perform
their required functions effectively during the
operational period specified by the
manufacturer, up to predetermined maintenance
intervals.

VAT AL, BEFEDRE LI EA IR, PTE O
TR E THRERBREA BT L 2T 52
B

9.4 Adaptability and Flexibility:

Systems should have the ability to adapt to changing

environments, tasks, and user requirements, and

allow for updates and modifications to accommodate
necessary technical and regulatory updates, and
future needs

VAT AR, BT ORE, A7 a— BRI

T ORI EA L, LB - HHE R, ROk =—

RITHIET DI OFHH « KHEEFREICT D &,

9.5 Redundancy and Fault Tolerance

.1 redundant sub—systems should be implemented to
maintain functionality in case of component
failures including systemic or systematic
failures.

VAT L EERMAIEE 2 & OREREE SR DIEE 35
AELTEHAETH, WA T IRV 7 VAT 2%
KT L L,

.2 Systems should be designed to handle and recover
from failures and continue operating at a
reduced performance level (fall back state).
VAT AT, FEFEICHHLL CEEGEE L, KT L

CHERE L~V (7 4 — Xy 2 MRER) TEMEZ kT 5
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Lo o 2 L,

9.6 Scalability:

9.7

9.8

9.9

9.10

It should be ensured that systems design are
scalable, allowing for expansion or updates as
technology advances or operational needs change
VAT LORFIDILEFRE TH D Z L Ak L, HiffoiE
WITEH LD ==X OB R CT Rk LT v 7 7 v
— R&ZMREIZT D &,

Security and Cybersecurity:
Security measures to protect the systems on the MASS
and the ROC should be incorporated to prevent
unauthorized access and cyber threats.
RIET 7B AR A N—F & B <T-8, MASS EROCD &
AT LEREET o8 X 2 ) T 4 /R EMAAT D &,

Data Management and Quality:
Efficient data management systems should be
incorporated to ensure data accuracy, integrity, and
quality [and design systems to leverage data for
enhanced performance and decision-making]
T — 2 OIEMME, BRELOCREEZRIET 272012, 2=
a7 — 2B AT LafllBirte Z &, [ LT, N7
F =R EFRREDBDT=DIZT —F 2iE 4 5
AT hEEITHZ L, ]

Interoperability:
Compatibility and interoperability with systems,
devices, applications, and technologies should be
ensured
VAT TAARAL TT V= a RO & O H
PER O EEMEZ R T D2 &,

Testing and Validation:
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MASS systems should undergo comprehensive testing
and validation to ensure compliance with design
specifications and operational requirements. This
process includes a structured, procedure comprising
detailed simulation, component testing, integration
testing, system testing.
MASS Y AT i, axatiidk & A~ O YR ZRFES 5
T2, TR RRRER & UM A TS 2 8, T
e ATE, BRI 2 b—va v EERRR, AR
B, v AT LB CHERL S LS L SN2 FIEA S £
%
Operators should be actively involved in the system
validation phase in real-case scenarios to ensure
practical usability and operational soundness
meeting all regulatory requirements, before
obtaining the necessary certifications
FANL— 23 BERFGEEZ BT 202, RO T
ATV AT LRGREY = — XITFEMAYIC B G- L, T ORI
P 2 i 72 9 R RO 22 rT R & GE M O E 2 IR 5 Z
Eo

9.11 Transparent Design:
Ensure that transparency is maintained in the system
design for systems operations and decision—making
processes.
VAT AEM EBERRE T B AT ONT, VAT ARG
2B DB EHERFT 2,

CHAPTER 10 SOFTWARE PRINCIPLES
The following principles should be implemented to

ensure that software on or supporting MASS (or
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automated functions thereof) are [reliable]
trustworthy, safe and secure. They should be used
within the context of complying with the MASS Code
including the use of remote control and autonomous
operation of key functions
MASS ED Y 7 R =7 UFMASSE AR — 5V 7 b=
T CULE D ABFERE) S UERME] B H Y | ZeETEF 2T
THHILalftrd oo, ROFHIZRESDHZ L, 2
ORI, EREEREOM T EREE D B B 72
ELVMASS = — R &3 2 RN T35 2 &,
The principles should be considered as part of the
approval process, and this may be done using
software quality assurance standards2
ZOFANIAR T m 2 A0 —HE L TERINDLENH
V. ZHITY 7 by =T mBEREHEEREH L TIT O Z
ENTE D,
Proportionality
Software should have an explicit and well-defined
operational design domain. The use of software
should not go beyond what is provided for in the
ConOps and risk assessment (s) should be used to
prevent hazards which may result from such uses
YT R =T RO TS E R S AU E A B A
Db, V7 by T O, ConOps TEH 2 65 %A
ZERTERLT., TOX I REMNHA4 U D aMRE R IE
THEDIZVRITEAALY NEATHIRETH D,
Reliable
The effectiveness of such software capabilities
should be subject to testing and assurance within

the ODD across their entire lifecycles. ]
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10. 2

10. 3

DXV T MU= THREOHIET, T 7V A7
ERIZ 72 > TODDN TR K OMRGE S g T IE 7R B 73
[

Safety and Security
Unwanted harm (safety risks) as well as
vulnerabilities to external factors (security risks)
should be avoided and addressed. Safety and security
(including cybersecurity) risks should be
identified, addressed, and mitigated throughout the
software’ s operational life to prevent and/or limit
any potential or actual harm to shipping, humans, or
the environment
SMNOERNZ X 2 MasstE (X =2V 7 0 U 27) E[Ekk
2. EELIRVWEE (ZaY X 7) TRk S, il
INHERETHD, BELPEXF2VT 4 (P43 —EF
2 VT s 2dmte) VAZIE, BEE, ANE BREISET 5
BAERSUTERR O fEE 2 ) 1k RO/ ATHIR T 2 7291,
V7 MU =7 OEMSIEZE CTRE, L, BRSNS
Z &

Transparency and Explainability
Software should be transparent and explainable at
all stages of its operational life, and for all
decision—making processes. The transparency and
explainability should ensure relevant personnel
possess an appropriate understanding of the
technology, development processes, and operational
methods applicable to autonomous capabilities
including with transparent and auditable
methodologies, data sources, and design procedure

and documentation.
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V7 by =7, EHTA T A 7 VDR, KUAET
DEBRE 7 vt 2280 C, BYINE & T ATREM: & Fr 7
IR B, FIE LGB RTREMEIC KV . B
B FRe R Hikiw, 7 — % Y — A, RitFIE - 3CGEEE
te. BHABEREICE N WTREAR AN, BT e R EHTTIE
[ZOWT, BIRENHEENCIME L TV D Z E D RS
AR

10.4 Accountability
[Mechanisms should be implemented to provide
accountability over the Organizations and
individuals developing, deploying, or operating
software to ensure proper operation.] Software
should be auditable and traceable to such
organizations and individuals. There should be
[governance] mechanisms in place for oversight
impact assessment, audit, and due diligence to
ensure accountability for the software’s impact
throughout its operational life
WOIREN 2R D720, Y7 b =7 2%, B,
2 A A L TR R 2 A bE D%
BALRTUI LRV, Y7 MY =TI IEAWEET, £
DX D RN B AIRETH D Z &, Bl REEY
fili, A, T2—FV P2 ADEDOFRIBEO MM %
T, EAMMAEBECUCY 7 MY =T OB 2R
BEEMRT D Z L,

[10.x Governable
Software should be designed and engineered to fulfil
their intended functions while possessing the
ability to detect and avoid unintended consequences

and the ability to disengage or deactivate deployed
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10. 5

10.6

systems that demonstrate unintended behaviour.
Y7 huaTiE, BRURWERRZ B - [R5 D HRE
OB L 2WEEZ R TBUE > AT D2 fifbk - 4513 288
REARLRNPOEM UTEREZ R 2T L) TGt s s 2
&

Robustness
Safe and secure software and hardware should be
enabled through robust frameworks. Software should
perform consistently with intended objectives, in a
stable and resilient manner in a variety of
circumstances. [ Processes should be in place for
managing continual improvement of software and
provide for adapting situations.] The robustness of
such systems should be tested and assured across
their entire life cycle within that domain of use
BETEXR2TRY T UxT « "= RFu=7%, B,
=LV =72l L TEIASNDINETHD, Y7 Y
=7 SEIERRBICENT, BEMHAOL VY T
FRGET, BRILZAMICH>T—BLTETEIND Z
Lo [VT7 PO =7 Ok edE 2 BB L RIS ES
THEOOTREAREHENTNEZE, | ZOXH7%
VAT LOEBEMT, EOMMEBICE TSI T A7
NERIZDE>TT A ME, RiEshd Z &,

Human Oversight and Determination
Software should be designed and developed to ensure
people managing MASS operations can exercise
[meaningful] oversight, including the ability to
verify decisions when required. Humans should be
provided with the means to interpret appropriate

context, prevent or minimize risks, and contest
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decisions that impact the safe, secure, and
environmental sound operation of MASS
Y7 b7 =T I3, MASSOEM 2 E B 5 A2, LEITIS
CTIREZMGET DRENZED, ERHLEHREZITA D K
IREL - BRI R TNITR B, AT D) 72 SRk &
R L. U 27 2Pk U3 mIME L. MASSD 24, (R0
OREICEE LIOEM IR EL 52 0 EL2 TR 2H
THIE,
[An audit log functionality in line with the
principles of this chapter should be established on
the MASS that is readily accessible for review and
analysis on board and at the ROC. The log should be
retained on board and at the ROC for a sufficient
period of time to support navigational safety and
casualty investigation. The retention period should
be in accordance with the requirements of the
Administration. N.B. CAN, by email, 17-May-—
24][N.B. this par. should be relocated to another
chapter]
AREOFAN IR - Bt m 7 HfeIL, M LXK UROCTLE
2= KOS DI2DITEGITT 7 & AT E HMASS LI
SN DMEND D, v 7R, AT OR R L FHERA A TR
— M D720+ WM. fin X OROCICIRFF 2% 442
WD, REFHIMIZ, EETORMBIINE D BBERDH D,
Unintended Bias
Software should be designed and developed to prevent
unintended bias. [Appropriate actions must be taken
to mitigate systemic system bias or discriminatory
outcomes for individuals and groups to avoid

unintended bias. ]]
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(V7 bo=TiE, BRILRWAL T RAEES X HIC#E
KUBRRETOLEN DD, [BRLRW AL T A20T D
T2, RIIR Y AT BNA T ARAN K T — 1%t
T2 ZERIH 225 R AT 2 72 D DY) 72 HiE A 5 U D a4
ERBH D, 1]

— MSC. 1/CIRC. 1512 Guidelines on Software Quality
Assurance and Human—Centred Design for E
Navigation

— IEC 61508 Functional safety of safety-related
electrical/electronic/programmable electronic
systems — INS standard (IEC 61924-2),

— IEC 61162 series of standards

- TACS UR E22 “Computer—based systems”. The Rev.3
(June 2023)

- ISO/IEC 90003 Software engineering — Guidelines
for the application of ISO 9001 to computer
software — [ISO/IEC 25000]

— MSC-FAL. 1/Circ. 3/Rev. 2 Guidelines on Maritime
Cyber Risk Management

CHAPTER 14 ALERT MANAGEMENT
14.3 Expected Performance

EP 1 Alerting should follow the basic principles of
the Bridge Alert Management (BAM) concept
outlined by MSC.302(87).
EHRIT, MSC. 302 (87) THERE STV D i i e
B BAM) BEEOIEARFANCHE D Z &,

EP 2 1If practicable, there should be no more than

one alert for one situation that requires
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EP 3

EP 4

EP 5

EP 6

attention.

FATAIRER G AL, EEEZLE LT H1ODRBIC
kU THEBOERN &> TTR DR,

Alerts should provide information for the
operator to sufficiently understand the
consequences of the situation and determine
appropriate actions

BRI, AR — 2 RO R A+ ER L
WY AT A R ET DO DIF R AT 5 2 &,
The alert management should handle alerts from
all systems or components required to support
MASS and ROC operation in accordance with
performance standards adopted by the
Organization. Furthermore, it should have the
capability to handle all other alerts in a
consistent manner.

FAEFRIL, MASS K OROCHEREZ H R — h 35729
(CRER B TO Y AT DIIHERREFR DS OER
Ze, FEBEDER] U 7o MERE AL MBI e » T 5 2
Lo EHIT, oETOERE B Lk Tt
TOWREBMATNDZ &,

The logical architecture of the alert
management and the handling concept for alerts
should provide the capability to minimize the
number of alerts, especially those on a high
priority level.

EREH ORI T — %7 7 F v JOVERDILEE =
YT ME, FRICESEE O mWEROHE R MET
LREN RS H 2 L,

The master should receive alerts and have
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EP 7

access to the alert management at all times
The operator responsible for the MASS should
be able to directly handle the alert
management Human Machine Interface (HMI). It
should be possible to provide the central
alert management HMI at the control position
for the operator.

fRIZ, WOTHEREZ T | BEREFHE~DT
IR AEATHI L, MASSETEHE THH AL —H
X, BREHROL a—v v A E—T = — R
(IMD) 2 EEHECTX 5 2 &, AL — & OFIHN
B PR T 25232 2 E S FRETH 5
z &,

Audible alerts should guide human operators to
the task stations or displays which are
directly assigned to the function generating
the alert and presenting upon request at least
the cause of the announcement and related
information for decision support, e.g.
dangerous target alarms should appear and have
to be acknowledged at the workstation where
the collision avoidance function is provided
AR, B A AR DRI EEERI D TS
NIZH AT AT =2 a Y UTT 4 AT VA ANH D
ARL—=ZEFHE L, DR EBERITECTT T
7 v ADJFIR & T EIRE SR O 72 8 O B A 5
YD &, BIAIE, GRS, S EhEEE
AR INTNDLIY =7 AT — g VIZRRE
. RSN DZ L,

EP 6 As alerts can be displayed at several
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EP 9

locations and task stations, the system should

be consistent as far as practicable with

respect to how alerts are presented, silenced
and acknowledged at any one task station.

Actions taken in a task station should be

visible to all other relevant task stations

FWRIEBOGITOS A AT =V a VICRRSH

DAREMEDR D DT, TT7— MBI DDZ AT AT

—Yary TEDEIITEIRESN, WE SN, RS

NEMICBE LT, Y A7 AXATREZRIRY — B A1~

Db, AR AT —va VCEITENIT 7 =

E MOBETORES X A7 AT = 3 UITHR

mEND T &,

In addition to relevant alerts associated with

conventional ships, specific consideration

should be given to those alerts related to the
operations and functions to which this Code is
applied, as outlined in other chapters

Examples of such alerts would include but not

be limited to:

TERMIZ BRET 2RI A, Aa—FAEH S

% 8] K OB RE (2 B~ D BT >V TE, fiET

MEsnhs by, BICBEREINLINETHD, =

DX REROFUITU TR EEND, Thbic

FRAE S 720,

.1 upon entering a fallback state or upon
recognizing the need to enter fallback
state;

T F =Ny ZIRBBIZ A S T2 3T 7 +—
> JIRBBICAD LB ZFRRR LT & &
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.2

in case the MASS is not able to enter a
fallback state when deviating from its
operational envelope;

MASSANE FHRE 2> B IR L 7223, 7 4 — /b
v ZIRREICBAT TERWIGE

in case of equipment failure affecting
operations of MASS functions or
significantly increasing of risk of MASS
operation e.g. loss of redundancy;

MASS BEREDE I B E 5 X DM DR
TITCEMEDHER 72 EMASSIEF O ) A 7 28 K
K LT=85A

in case a system, that is critical to MASS
operation, exceeds or is about to exceed
its ODD; and

MASSIE#E I Z BB/ & A 7 L 730DD & % 72 XU
BAZ 256

in case of ROC—specific alerts and
conditions requiring attention (e.g. power
failures, task station failures
communication system failures at ROC-
level, software failures at ROC-level).
ROCIE A D&M OVEE DS BRI (B - &
JERE, ¥ A7 27— 3 VOHlE, ROCL~X
JVTOME VAT AREE, ROICL-LTHY 7
N =T REE) BEAELESE

EP 10 Alerts should only be presented for handling

(e.g., acknowledgement or silencing) at task

station(s) used by the operator in charge of the

tasks related to the initiated alerts

Alerts
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may be presented visually for information at
other tasks stations

BT, FE) LB D X R 7 B D 4
NU—ZPMERT DL AT AT —2 3 o TOME (i
BYIIHESE) OEDIZORFRIND T L, BH§
X, ¥ 27 27— g U CiERE T 572010
REANCERREINDGEDNH D,

EP 11 Task stations presenting alerts for
multiple MASS should have the means to organize
alerts per MASS and have the means to delegate
alert handing for selected MASS to another task
station.
BEOMNSSDERE TS DI AT AT = a
(T, MASSZ &7 7 — b BBl S 5 FB L BIRLL
MASS DEERALER 2 B DX AT AT — a VICEET D
FEREATDHZ L,

EP 12 When an emergency alarm is activated, a
sufficient number of dedicated human operators
including the master of the MASS should be
operating the MASS until the emergency is over.
BRAERSMER L2 GE, HEFRPKETDSET,
VASSHiR R 2 & e+ IR B D FAED NI D AR L — & 73
VASSZ 395 Z &

EP 13 The observation of abnormal situations and
conditions concerning more than one MASS should
be classified as alarms.
BELOMASSIZBE 2 B 7 RPL-RE O E, 77
—LLLTHET L L,

CHAPTER 17 SAFETY OF NAVIGATION
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17.3.2 All data necessary for safe navigation should be
available, in an appropriate format
LRIHATICHERETOT — 2%, W72 TR
RETART TR 570,

EP 1 A MASS should meet the requirements of SOLAS
regulations V/19.2.1.4 and 19.2.1.5 by
electronic means
MASSIX. SOLAS BHI v/19.2.1.4 KUM9. 2. 1. 5D A
EEIFBICL VT b

EP 2 Data used by or for input into an ANS or
system for remote navigation should be in a
machine-readable format
ANSSUTIEMRMUAT Y AT AT SN D, HDHVEE
NWHIZANENDT =213, BRAHEATHD Z &

EP 3 The voyage plan should be accessible, at all
locations where navigation tasks are executed.
WERTENE, MATZ A7 DETSNDETOHFTTT
JEAFRRTHDHZ &

17.4.1 An ANS or system for remote navigation that is
provided with the voyage plan, should have a means
to ensure that the voyage plan is safe for
navigation.
iRt E & & b IRk S 2 ANSSUTERATIT & A T A
X, ZORUEETEAMAT ELZ R TH D Z & 2R 5 FB
ZFFIZ2 TR B,

EP 1 An ANS or system for remote navigation should
provide a means to review and as necessary
modify the voyage plan at all times
ANSSFIERMAT o A 7 SiE, MilfEaFE & 2 LE
L. BEIS U TEET 2 FRZRILT S 2 &




EP 2 An ANS or system for remote navigation should
be capable of confirming to the Master that the
voyage plan has been correctly received and is
able to validate and implement the voyage plan
received.
ANSSUTIEBRMAT > A 7 S0, MR HEA E L < 5215
SN LEMRICHERT HZ LN TE, ZE LM
Wl ZEEL, BT T22LNTEHHDOTHD Z
s

EP 3 The use of the voyage plan, and any
modification of the voyage plan, by the ANS or
system for remote navigation should not be
possible without an approval, including
verification of its correctness, by the Master.
ANS SFIEBRMAT & A 7 BT K 2 Wit i o & O
iRt E OEEIR, MEOKR (ZDIEL S OBEEL
i) MUITIEFRES LanZ L

17.4.2 An ANS or system for remote navigation that is

capable of developing the voyage plan should have a
means to ensure that the voyage plan is safe for
navigation, taking into account the Guidance
developed by the Organization.

PR 2 RS D 2 & 3 T & DANSSUTERMIAT S AT
DR, BERADMERR LTo T A X0 A& BB, Mlilgahss
WAT EZ 2 TH D 2 L2k T 2 FRERTRTIERS
TRV,

* Resolution. A.893(21)
EP 1 An ANS or system for remote navigation should

be provided with access to all nautical and
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hydrographic data necessary to appraise and plan
a voyage.

ANSSUTIE BT > A 7 Lid, MulfE OFFAf K& OGNS

WVBEIRETONAT « KEET =2 ~DT 7 Az fgf

IhnZ &

EP 2 The voyage plan developed by an ANS or system
for remote navigation should be presented in a
form that allows the Master to approve the plan.
ANS VT RRMIAT > A T AT K 0 VERR S AV 7 fhiifE 5t
. MEVSKRTE IR TIR RSN Z L

EP 3 The voyage plan should provide an ANS and/or
system for remote navigation and Master with all
information necessary to execute and monitor a
voyage.

AMEETIENE, ANS K OY/ SUTIERHAT S A 7T DA
Rl U ilife o S hi Kk OB LB e 2T O #a
it 52 &

EP 4 An ANS or system for remote navigation should
provide a means to review and as necessary
modify the voyage plan at all times
ANSSFIERMAT o A 7 SiE, MulfEaFE & 2 LE
L. REIS U TEET 2 FREZRILT S 2 &
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CHAPTER 7 RISK ASSESSMENT

7.1 A risk assessment should be conducted to ensure that risks arising from the use of MASS functions, including relevant
functions in ROCs, affecting persons on board, the environment, and the safety of the ship are addressed, taking into account
identified goals and functional requirements, ensuring a level of safety expected of a conventional ship. The risk assessment can
be conducted on MASS as a whole, and/or on the MASS functions. It should also consider the OE or ConOps of the MASS. The risk
assessment should address relevant mitigation measures. Should the risk assessment be carried out on specific MASS functions,
the consequences on other ship's functions should be considered and mitigated.

DR THERAY ME, ROCOBEHEEEEH. MASSHEEREDERAMN 54 L2 FEME. BERURMOREMEICEEERIFTT
RAJI220T, BESN-EERUBREESHZZEEL. (ERMICHAFINIZRLELANILEER LGN SHERICHNT 51-0IC
ERSINBETNEESEN, YR TERAY ME, MASSEERU/XIEMASSHEEEIZ DWW CTERT 52 ENTED, Fi-.
MASSDConOps (RUZFMOE) 1L EZETHIE, URITHERAV NI, BETIEREZRY LTSI L, HFEDMASSHERE
[SOVWTYRITERA Y MEERT HHE. MMOMMOEE~NDEELEEL. ChEERTILENH D,

7.2 Appropriate risk assessment methodologies! should be used for the different steps of the approval process as required
in chapter 6 (approval process). Such risk assessments might include but are not limited to

%6 E (RRTAER) TERINTWEELIIC, BURYRITERAY COAEN. KR TOCROHEALERAT Y FI
RALbLhBITIIEELHEN, COXKSIBURITERAAY MIUTEETN. CAIZRESNZEDTIEAEL

1 MASS (including ROCs) and system design;
MASS (ROC ZEE) RULRTLDOEKE
2 alteration or modification of any major characteristic of the ship or of the OE or ConOps of MASS that may

impact MASS functions.

MASS #EEICREZ RIFTAIREED H 5. MO EEFE. MASS D OF X ConOps DEE R MEE
7.3 A risk assessment should be carried out by personnel with relevant expertise as required by the Administration of the
flag State (MSC.1/Circ.1212/Rev.2, annex point 4).
DRAOTERAV ML, EEXTEFTOEXRICHLD, BEILIEMMBZEZAETIABICLIYERSNG TAEGZS G0

(MSC.1/Circ. 1212/Rev. 1Mt BERA > k4),

7.4 Risks should be analysed using suitable, recognized and appropriate risk assessment methodologies. The output format
should be justified by the Submitter and be agreed between the Submitter and the Administration. Risk assessment should include
a comprehensive description of the autonomous and remote-control function's utilization, effectiveness and reliability by
performing a thorough hazard and mitigation analysis, evaluating the identified risks, and implementing effective risk control
measures. The risk assessment should analyse and address hazards associated with the intended OE of the MASS including the
associated ROCs, as described in the ConOps. Apart from the hazards such as loss of function, cyber incidents, software application
failure, component damage, fire, explosion and electric shock, it should also consider the random, systematic, and systemic hazards
involved within the OE.
DA F, BEATRHMSNFBULEY R I T7EAA Y FFEEZRAVTOMENGTARELESEL, BRPIO T+ —< v M,
RHZFICE>TEZLIh, RHEHBELFETOMTEREINIRETH D, YRITERAD MIFK, BREMGNY—FRY
BRROAMETL. BESNFURIOFE. IRNG) R EEHEDOERLG L. BERVEREEHEDORIA. B
%, EEEICET IBENERBNEENEIRNETHD, VRV TERAAD RE, ConOps [TEEBEIA TS LS I(Z, BEET
% ROC #&L MASS DER S NT- OF [CEET A\ — FEH/H L. RULAETNIEAES L, el 4 N\—KE &
mIBE. KK BH. BREZFONTF—FOM, OENTRET LI VH L, YRATITAVvI., PRATIVIGENTF—FLFE
BIdl&,
7.5 The adopted mitigation measures should take into consideration single failure events, but also foreseeable events
within the OE of the ship that may influence the performance of more than one system at the same time (e.g. heavy weather during
hours of darkness). Such features should consist mainly of independent mitigation layers, including predefined fallback states. The
number of such mitigation layers should be proportional to the risk.
The assessment should ensure that hazards are eliminated wherever possible through inherently safe design and hazards that
cannot be eliminated should be mitigated as needed.
The effectiveness of the mitigation measures consideredin the risk assessment should be verified according to the verification and
validation plan stipulated in paragraph 2.7 of the annex.
BRASNAIBEAFERE, BE—OHESBREZTTHEL, RBICEBOS R T LOMREICEEZRITTAIREMED H L MMOOEND
FRABELAER BIAFEHEBEXRE) LZBEICANDIRETHD. COKSUHEEL, FICEFCERSNIZT+ IV Y
KEZED. MILEERLAV—THBEINEIDET S, TOESILBERLAV—ORITIRVICHHITRETH D,
TERAAD FTIE, REWICRLLHRCEYAREGRY NP — FEHRL, #RTELONY— FRIBEICHE CTERT
%,
DR TEAAD b TR SNEBBRFEOAMMEE. (FERD2.7IBORI R VUZE L MERERFTEIZH > TRIE SN T4
5L,

LRefer to MSC.1/Circ.1455 and IEC/ISO 31010:2019 — Risk assessment techniques and Risk assessment Methodologies may be used include:
IEC 61508 parts 1to 7 — Functional safety of electrical/electronic/programmable electronic safety;

STPA: http://psas.scripts.mit.edu/home/get_file.php?name=STPA_handbook.pdf

RBAT : https://www.emsa.europa.eu/mass/rbat.html

8.4 Fallback state

In case of deviating from its OE a ship should enter a predefined fallback state, offering an additional mitigation layer. There may
be more than one predefined fallback state to address failures or conditions identified at the ship design stage that might lead to a
ship deviating from its OE.

RaftfiA OF MO LI5S, MMIEEO SN TA—IL/Ny VIKREICAY . BMOER LA VY—ZRET 5, MMOEHE
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[ETHESINT. MM OF NSRRI T HEIREMD H AEEXITKEICHLT H7-DIC. EHLNT=T+—IL/\y VIKEHE
BEETHEENH D,

The conditions, actions and procedure to enter into, and recover from, a fallback state should be considered as the fallback response
and should be predefined and able to be tested.

TA—INY VIKREICEB T HIRVZORENSEERT H-ODFMHE. BMERVUFIBIE. 74—y Ixdie LTER
N, BENCERSN, TR MAEEGLDOTRIFNIEE S,

When a ship enters a fallback state, the predefined fallback response should avoid, as far as practicable, any harm to life at sea,
other ships, infrastructure, or the marine environment while the ship returns into its OE and the normal operation is restored.
RRfAD T A+ —IL/Ny VREEICA D &, MMA OF ICRY . BEEMMSEEINDIET. FFICERSINIZ T+ —ILNy I HE
[C&-T. BLEDAER., i, 1 VIS XTBERE~NDBELARELRY BE#TILENH D,

Fallback states should be risk-assessed and demonstrate effectiveness in avoiding further deterioration in the status of the ship or
increasing the threat to life at sea, to other ships, infrastructure, or the marine environment. Depending on the result of the risk
assessment, more than one independent fallback state should be available at any time during normal operations. Being in a fallback
state should not result in an intolerable risk.

TA—ILNy JIREEIL, MMOKEBOS 5L LBEXIFELDOAMG. thoMiM. 1 > I75F LLIEEFRBICHT 2BRBOE
REBETEHIELICDODVTYRITERAY AR EN, BHUENRIAGITIEEGESHD, VR TERA Y FOHBRICE
C. BHOBI LT+ =Ly VRENEZENP OO TLRARETRITNEGE LGN, TA—ILN\y VREIZHD &
&, FRTELEWVWI RV Z3H6THEDTHL TIFELAEL,

The ship should be capable of notifying its crew and any operators when transitioning to, and operating in, a fallback state.
fRffIE. 74—y VREBICBITRUZOKRETERT IEIE. JIL—RUFRL—FZADBHADAEE TR (TIEE 54
LY,

CHAPTER 9 SYSTEM DESIGN

In addition to complying with relevant rules and regulations and standards, performing and supervising any specific function of the
ship, MASS functions should comply with the following high-level principles.

BEER A R UG DET. MHMOIFEDHEEEDRITRUERICMA . MASSHEREZUTD/NA LALREAIZESF LA T (E
BIELY,

9.1 Safety-Centric Design:
Systems should be designed to minimize risks to the ship, crew, ROC operators, cargo, other ships and the marine environment by
incorporating inherently safe design principles. All systems used for MASS operations should include fail-safe mechanisms and
emergency protocols to ensure comprehensive safety and effective risk management. Hazards affecting the systems should be
eliminated wherever possible, and those that cannot be eliminated should be mitigated as needed by using a risk assessment as
described in chapter 7.
VAT LIE, KEMICREGHREFRAZERY AN T, M, FHE. ROC ARXL—4% . BY. oMM, BERE~DU X
DERMBRICHIZ D LS ICEEFTDHI L MASS BIEICERASNDIETO IR TLICEK, BEMNLGREMLENRNGIRIE
BERRTILODIIAINE—TANRALEBRETOLILNEFEFNATNVEI L, VATLAIZEE 52 2EKIETEE
BRYBRT S22 E. HIRTEAVERIE, £ 7 ETHRASA TSI YRITER AV M EFERLTREICSHECLTERT S
Z&s
9.2 Human Centred Design
[The design and operation of the MASS and associated (ROC) human-machine interfaces should prioritize assistance to human
operators. The Human-Centered Design (HCD) should be appropriately tailored for all anticipated interactions between the
crew/operators and the MASS.
[IMASS RUBIET H(ROC DE1—T > Iy f vA—T 2 —RADFKE - A, ABDARL—2~DXIBEZELETS
Z & ABFIDEEET (HCD) [E. ZIL—/ARL—2 & MASS DRI TEE SNAETCOREMEAICELE THEYICHAEST S L,
Interactions between onboard crew and remote operators should be considered in the Human-Centered Design outlined in section
13.6.
LDV I —LEREMEFOPYEY (X, 13.6 BT THHRINDABPLERFTEESIND L,
Human operators, both on board and in remote, should be actively involved in the validation stages to ensure that the systems can
be safely operated.]
VRATLNREICIRETELILZRIETH-DIC. MERVERROABDA R L —2 P RIEEMREICEEBMICEET 5
Eo ]
9.3 Robustness and Reliability:
Nl Systems should be robust and should be able to operate effectively under adverse conditions, including
diverse maritime environments and operational challenges.
VRATLIEBET, SHRGBERECERLORELGCEDEZHTTLORMICEMETED I &,
2 It should be ensured that the systems perform their required functions effectively during the operational
period specified by the manufacturer, up to predetermined maintenance intervals.
DRATLIE, HEENEE LEREG. IEORTHRE CLBELUHEZRIBET S LEZRERAT
52¢&,
9.4 Adaptability and Flexibility:
Systems should have the ability to adapt to changing environments, tasks, and user requirements, and allow for updates and
modifications to accommodate necessary technical and regulatory updates, and future needs.
DRATLIF, BT BHRE, 4RV, A —Y—BHICBERTHENETAE L. RDELGEMN - REMWEH. FXO=—XIxt
ST 2-ONEH - ERZEFHEICT D &,
9.5 Redundancy and Fault Tolerance
1 redundant sub-systems should be implemented to maintain functionality in case of component failures
including systemic or systematic failures.

VATLBECRBHEELEOBREROEENRELBETH, BETZHBIEIARY IR
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TLERET D&,
2 Systems should be designed to handle and recover from failures and continue operating at a reduced
performance level (fall back state).
VAT LG, BEICHLLTCEENSERE L. BT ULALEHRELANIL(T+—IL/\y VKEE)TEEL#
MIDESITHEETHI L,
9.6 Scalability:
It should be ensured that systems design are scalable, allowing for expansion or updates as technology advances or operational
needs change.
VAT LDEREDERTRETH L L EHR L. BITOESTERLO = —XDEICIE LR ET v TSI L— K ET
1] i i e
9.7 Security and Cybersecurity:
Security measures to protect the systems on the MASS and the ROC should be incorporated to prevent unauthorized access and
cyber threats.
TETIERAPYAN—ZFHEH D, MASSEROCD VAT LERET X)) Ta®KEMA»AD &,
9.8 Data Management and Quality:
Efficient data management systems should be incorporated to ensure data accuracy, integrity, and quality [and design systems to
leverage data for enhanced performance and decision-making].
T—3 OEREM. Eél&&(ﬁuuﬁ’éﬁ:iﬁ?’éf—&)[h MEHNET—FAEBORATLEMRARAL L, [ZLT, NT7+—T Y
RAEBRREDBIED-DICT—REEFRATAIVATLERIFNTHIE, |
9.9 Interoperability:
Compatibility and interoperability with systems, devices, applications, and technologies should be ensured.
DRTL, TNNAR, TTUS—2 a3 VRUEHEDEBRERVHEELEREZERT 52 &,
9.10 Testing and Validation:
MASS systems should undergo comprehensive testing and validation to ensure compliance with design specifications and
operational requirements. This process includes a structured, procedure comprising detailed simulation, component testing,
integration testing, system testing.
MASS LR T Llk. FREHERE ERZEHA~ADENEZRIET 502, BFENEHREZLUEEREZTELILE, COTOER
[TI&, F#MLGYTalL— /3/~%$Jﬁsﬁmﬁﬁs/XTAJ%(%Wéhé%L&éhtimﬂgihéo
Operators should be actively involved in the system validation phase in real-case scenarios to ensure practical usability and
operational soundness meeting all regulatory requirements, before obtaining the necessary certifications.
ARL—4(F, RDELGRAZWMET LA, REOLFVATURATLRIE7 :—XCEENICES L., 2TORHEL%
- ERMNGRI AN ERORELSEERERT S L,
9.11 Transparent Design:
Ensure that transparency is maintained in the system design for systems operations and decision-making processes.
DRATLEREBEBRETORRIZONT, PRATLERCE T 2EHEE#HIFT 5,

CHAPTER 10 SOFTWARE PRINCIPLES

The following principles should be implemented to ensure that software on or supporting MASS (or automated functions thereof)
are [reliable] trustworthy, safe and secure. They should be used within the context of complying with the MASS Code, including the
use of remote control and autonomous operation of key functions.

MASS LDV T ko x7XIE MASS ZHHR—+3 5V T b7 (RIEZTDOEEEE)DEEEILNHY. RETEF2LTTHD
CLEHRT D10, RORANZEEET L L, ThoDRAIE, ZRFEOFERALCEIEREOBIREELE. MASS O—F
ZETTAXARANTERT S &,

The principles should be considered as part of the approval process, and this may be done using software quality assurance
standards?.

CORAMFEBIOCRD—EHE L TEEINDIDLENHY . CIIEFVI b Iz 7 RBERIEEEZFERALTITS 2 LMNTE
%,

10.1. Proportionality

Software should have an explicit and well-defined operational design domain. The use of software should not go beyond what is
provided for in the ConOps and risk assessment(s) should be used to prevent hazards which may result from such uses.

VI bz T7IF. BENMNDOTDICERESNERBEZEZHED2IE, VI DI TOERIE. ConOpsTEA LN IEHFEEEZ T
3559, TOLSHHEANSCELDIRBREFLET EOICURITERAAD METINETHD,

[10.x Reliable

The effectiveness of such software capabilities should be subject to testing and assurance within the ODD across their entire
lifecycles.]

DLV T b THREDEMMEIE. 54 THA4 I IILEEIZHT=>T oDD ATHEBR VR SNA FRIEE 5L,
10.2. Safety and Security

Unwanted harm (safety risks) as well as vulnerabilities to external factors (security risks) should be avoided and addressed. Safety
and security (including cybersecurity) risks should be identified, addressed, and mitigated throughout the software's operational
life to prevent and/or limit, any potential or actual harm to shipping, humans, or the environment.

NMBERICHT HHEHEE (EFa)T4VRY) LRAKIC, EELLAVEE (REMURY) FE#ESh, dUEShiHE
THd, RERUVEF2) T (FAN—EFaUT4Z28L) YRVIL BEE. AMF. BEICHT HEENXEEROR
EEBLERY/XIEHIRT 57012, VI oz 7OERGMZEC THE. ®. BRichbdl s,

10.3. Transparency and Explainability

Software should be transparent and explainable at all stages of its operational life, and for all decision-making processes. The
transparency and explainability should ensure relevant personnel possess an appropriate understanding of the technology,
development processes, and operational methods applicable to autonomous capabilities, including with transparent and auditable
methodologies, data sources, and design procedure and documentation.
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VI LDz TIE BRASA 74 VILOLER. RULTOERBRETOLRICH T, BHAMLHRBATEEEZF L TH
570, BRAMEHARMBESEICEY ., BENDEERRGELGHER. T—FV—X. HHAFIE - XEZEL. BERKEEIC
BRATREARM., METOEX, BRAAEICOVT, BRENEUICEBL TV LLERIND,

10.4. Accountability

[Mechanisms should be implemented to provide accountability over the Organizations and individuals developing, deploying, or
operating software to ensure proper operation.] Software should be auditable and traceable to such organizations and individuals.
There should be [governance] mechanisms in place for oversight, impact assessment, audit, and due diligence to ensure
accountability for the software's impact throughout its operational life.

BUGERZHRRT 5120, VI bz 72K, Bis. ERT2EBOEANCKH L CHAEEZELEHSEHEATEALL
FRIFESE, VI I 7IXEERRET. TO& S GHABOCEAZERAIETHS L, BR, RETMH. BEE. 71—
TNV RADE=HDMEDIEEAZET. ERPRHZELTY I bz 7OFEICKT HHBAEEEZHRTI L,

[10.x Governable

Software should be designed and engineered to fulfil their intended functions while possessing the ability to detect and avoid
unintended consequences, and the ability to disengage or deactivate deployed systems that demonstrate unintended behaviour.
VI bz 7IE, ERLAGWVMERZHRE - B8 AMERVERLGVEEZ RIER IR TLEHEER - FLLT 552 F
LENOBERLI-HEZR-TLIICETAINDI L,

10.5. Robustness

Safe and secure software and hardware should be enabled through robust frameworks. Software should perform consistently with
intended objectives, in a stable and resilient manner in a variety of circumstances. [ Processes should be in place for managing
continual improvement of software and provide for adapting situations.] The robustness of such systems should be tested and
assured across their entire life cycle within that domain of use.
RETEFATHRYITEIZT - N—FIz7F BELGIL—LT—VFBELTREAINIRETHD, YVIbDz7T
[F. SEITFERRIZTBENT, KEMMNDOLDY IV MEAET, ERLEZBNICR>T—ELTETEIND L, [VI F
DI 7 OBGHEREZEEL, RRICHEST 2EOD0TOEANEEINATVEIE, | SOESIBIVRTLOBREMRE,
ZTOFERABBIZETE54 T AV ILERKITHE>TTA S, REEEhDH &,

10.6. Human Oversight and Determination

Software should be designed and developed to ensure people managing MASS operations can exercise [meaningful] oversight,
including the ability to verify decisions when required. Humans should be provided with the means to interpret appropriate context,
prevent or minimize risks, and contest decisions that impact the safe, secure, and environmental sound operation of MASS.
VIR TIE. MASS DERZEET AN, BEICIECTREEZRIIT DENEED. EERHIERZEZTADLIH
BRI GINELES G0, ABITEDEXAIRZRERL. VR ZHLEXER/MEL. MASS ORE, FREMNDIREICER
BLIERICEELZERADRECTIRAZETHI L,

[An audit log functionality in line with the principles of this chapter should be established on the MASS that is readily accessible for
review and analysis on board and at the ROC. The log should be retained on board and at the ROC for a sufficient period of time to
support navigational safety and casualty investigation. The retention period should be in accordance with the requirements of the
Administration. N.B. CAN, by email, 17-May-24][N.B.this par. should be relocated to another chapter]
REQRBISR--EEOS I, MERY ROC TLEA—RUSHTEE=OICBRICTIERTES MASS EICHEILT
BRENHD, OFJE. MITORELEHABTEYR— T 5OIC+0HHM. MERY ROC IZREFTILELNHD. &
BHREIE. TETOEHICRSDENH D,

[10. X Unintended Bias

Software should be designed and developed to prevent unintended bias. [Appropriate actions must be taken to mitigate systemic
system bias or discriminatory outcomes for individuals and groups to avoid unintended bias.]]

(VI rzT7E BRLGWLWNSTREHSCEIITHRHRUVRAET IVENH D, (BERILGWNSTRZE#ITH=0. KR
IR D AT LN TRAOBEARVTIL—TIZ0T 2 ERNGHEREZERT 5-O0BENLHHEEZELCLDIBLENDH D, ]

- MSC.1/CIRC.1512 Guidelines on Software Quality Assurance and Human-Centred Design for E Navigation

- IEC 61508 Functional safety of safety-related electrical/electronic/programmable electronic systems - INS standard (IEC 61924-
2),

- IEC 61162 series of standards

- IACS UR E22 "Computer-based systems". The Rev.3 (June 2023)

- ISO/IEC 90003 Software engineering - Guidelines for the application of ISO 9001 to computer software - [ISO/IEC 25000]

- MSC-FAL.1/Circ.3/Rev.2 Guidelines on Maritime Cyber Risk Management

14.3 Expected Performance

EP1 Alerting should follow the basic principles of the Bridge Alert Management (BAM) concept outlined by MSC.302(87).
BRI, MSC.302(87) TR SN TL D MIEEREE (BAM) B DEKIRANICH S 2 &,

EP2 If practicable, there should be no more than one alert for one situation that requires attention.

ETAREGIGEEIE. FREEZVELT S 1 D2OKRICH L TEBOZERNH > TIFEL L,

EP3 Alerts should provide information for the operator to sufficiently understand the consequences of the situation and

determine appropriate actions.

ZHRIE. AR RRORRETHITERE L, BULTEZRET 5-O0OFHRERMETEH &,

EP4 The alert management should handle alerts from all systems or components required to support MASS and ROC
operation in accordance with performance standards adopted by the Organization. Furthermore, it should have the capability to
handle all other alerts in a consistent manner.

BHREEIL. MASS RU ROC BIEEHR— S H5OICBELLTO VR TLAXIEHERN COERE. HENEEALHE
REEEIIR->TUREST LI L, E0IC, tMDETHOERZ—ELLFETLET IHELHFATLDII L,

EP5 The logical architecture of the alert management and the handling concept for alerts should provide the capability to
minimize the number of alerts, especially those on a high priority level.
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ZHEBOBEBNT —F T/ F Y RUZHOVEI VT MM, BICBAEOSWEROHEZR/IMET 28ENFIRET S
&Eo

EP6 The master should receive alerts and have access to the alert management at all times. The operator responsible for
the MASS should be able to directly handle the alert management Human Machine Interface (HMI). It should be possible to provide
the central alert management HMI at the control position for the operator.

MERE. WOTLEREZITRY ., EREBODTIEREFTEH L, MASS EEETHIARL—2 . EREEDEL
— YRV UAVE—T I —AHMNZEHFREETES L, ARL—Z DOFIEZEICHREREE HMI TIRHEET H 2 LA
RTHHZ &,

EP7 Audible alerts should guide human operators to the task stations or displays which are directly assigned to the function
generating the alert and presenting upon request at least the cause of the announcement and related information for decision
support, e.g., dangerous target alarms should appear and have to be acknowledged at the workstation where the collision
avoidance function is provided.

AIREERIE, EREERT HMEICERIYLETONLIRIRT—2aVRETA AT UL ICABOARL—42 25FE
L. DG EBERICHELTT IV RAORELEERAREZEOOOEERBRERRT S L, HlAIE. BIREEFEER
&, EEEREENREINTVEIT—VRT—a VICRRSN, BRSNEH L,

EP 6 As alerts can be displayed at several locations and task stations, the system should be consistent as far as practicable
with respect to how alerts are presented, silenced and acknowledged at any one task station. Actions taken in a task station should
be visible to all other relevant task stations.

ERIBVHROGACARIAT—2 3 VITRRSINDAEENH D=0, 7I7— DN 1 DOFRIRT—30TEDELS
[CIRERSh, HESh, BRIWLEMNELT, PRTLEFAELGRY —EMHEZR DI L, FRVRAT—Y3 VTETSA
7o aviE, HOETHOEET HERIRAT—avIZRREND &,

EP9 In addition to relevant alerts associated with conventional ships, specific consideration should be given to those alerts
related to the operations and functions to which this Code is applied, as outlined in other chapters. Examples of such alerts would
include but not be limited to:

TEERMICEET HERICTMA . RAO— FABERASN LD ERARUVEEECEET 2ZRICOVTIE., thETHRELDIEEY.
BIZEEINIRNETHD. COLILBEROFIFLTNEENDD. ThLICRESINAL,

Nl upon entering a fallback state or upon recognizing the need to enter fallback state;
TH—ILNY TREBICASF=RIET A — LNy VREICA DR ERZRELI-L &
2 in case the MASS is not able to enter a fallback state when deviating from its operational envelope;
MASS AVERSEEM 5i&E L f=hY, T4 —IL/ Ny VIREICBITTEHMGS ;
3 in case of equipment failure affecting operations of MASS functions or significantly increasing of risk of

MASS operation e.g. loss of redundancy;
MASS HBEDERICHE 52 2BBOBEITTRMEDRKG E MASS ERD ) R B AIRIZIERL

=&E
4 in case a system, that is critical to MASS operation, exceeds or is about to exceed its ODD; and
MASS BRICEER LR T LN ODD #BZ-RIFBZXZ 5 HIHA
.5 in case of ROC-specific alerts and conditions requiring attention (e.g. power failures, task station failures,

communication system failures at ROC-level, software failures at ROC-level).
ROC EHEDEREVEFENLELGRKRE (Bl : EREE., 3 XV XT—2 3 vO#E, ROC LANLTO
BIEVRATLIEE. ROCLALTOY I rYzTESE) BNRELIGE
EP 10 Alerts should only be presented for handling (e.g., acknowledgement or silencing) at task station(s) used by the
operator in charge of the tasks related to the initiated alerts. Alerts may be presented visually for information at other tasks stations.
T, FEIL-ZRICEET DI R IV EHEBTEARL—ANERATEIZ2RAVRAT— 3 VTONE (BERAXITEEE) O
F=OICDHRTEIND L, ERIE, DI RIVAT—2 3 U THBREZRBT H-OICHRENIZRTINDIEELRH D,
EP 11 Task stations presenting alerts for multiple MASS should have the means to organize alerts per MASS and have the
means to delegate alert handing for selected MASS to another task station.
BHHD MASS DERERTT DFRAIAT—2 3 VIZIE, MASS TEIZ75— b 2BEBTLFERE ., EIR L= MASS DZHN
BEHNDARDRAT—2aVICERTEHIFEREZET S L,
EP 12 When an emergency alarm is activated, a sufficient number of dedicated human operators including the master of the
MASS should be operating the MASS until the emergency is over.
RAERVMET LGS, FESENKRETHET. MASS MEZETTRLEHOEZDOABOARL—2H MASS ZERT
bl &,
EP 13 The observation of abnormal situations and conditions concerning more than one MASS should be classified as alarms.
BHO MASS ICET HEELREOKEBOBRHIE, 75—LELTHETDHI L,

17.3.2 All data necessary for safe navigation should be available, in an appropriate format.
REGHATICHELGETOT—2 (&, BUGRXTHARRE THTAEE S0,
EP1 A MASS should meet the requirements of SOLAS regulations V/19.2.1.4 and 19.2.1.5 by electronic means.
MASSI&. SOLAS #8181 V/19.2.1.4 RU19.2.15DBER #BEFMFEICKYHFEF &
EP2 Data used by or for input into an ANS or system for remote navigation should be in a machine-readable
format.
ANS X LEBAAITV R TLTHEASINS., HAWVEETNSICANSINET—2(E, #EHAERXTHE &
EP3 The voyage plan should be accessible, at all locations where navigation tasks are executed.
MUBSTEIL. MITRRIDNETEINEIETOBHTT IV ERARETHSHZ &

17.4.1 An ANS or system for remote navigation that is provided with the voyage plan, should have a means to ensure that the
voyage plan is safe for navigation.

fugstE & B ICREEEN D ANS RITERMITO R T AR, TOMBHENMITLERETHDC LZHERT DFRER-I
FhEaE 5L,
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EP1 An ANS or system for remote navigation should provide a means to review and as necessary modify the
voyage plan at all times.
ANS X [LRIEMAITO R T AIF, fBHEZEICREL. BEICSSCTBEYTSFRERH®TLIL
EP 2 An ANS or system for remote navigation should be capable of confirming to the Master that the voyage
plan has been correctly received and is able to validate and implement the voyage plan received.
ANS RUERFBIMATS AT L, FUBHENELS ZESN-ILEMRICHERT L ENTE. 26
LI-#UBETBZAREEL . ETTEHENTEDHIDTHIH &
EP3 The use of the voyage plan, and any modification of the voyage plan, by the ANS or system for remote
navigation should not be possible without an approval, including verification of its correctness, by the
Master.
ANS X(ERFBIMAITS AT LICK HHUBTEOERARUHBTEOEEE. MEOER (ZOELED
BRZEL) HLICEAREE LB &
17.4.2 An ANS or system for remote navigation that is capable of developing the voyage plan should have a means to ensure
that the voyage plan is safe for navigation, taking into account the Guidance developed by the Organization*.
MBS EZERT 52 EMNTED ANS RITERBAATO AT A, BEIMMERLI-A4 F X *%25E(1C, MBHEIMTLR
ETHICLEBRTIFREFLRINIEESEL,

* Resolution. A.893(21)

EP1 An ANS or system for remote navigation should be provided with access to all nautical and hydrographic
data necessary to appraise and plan a voyage.
ANS X(ERFBEMAITS R T LI, MBOFERVHEICLELGZLTOMIT - KBET—2~DT7IEX%
Ritshdl &

EP2 The voyage plan developed by an ANS or system for remote navigation should be presented in a form that
allows the Master to approve the plan.
ANS RILERMAT AT LAICE YIER SN HBHEX, MEARKRBTEIRTRRIEINS L

EP3 The voyage plan should provide an ANS and/or system for remote navigation and Master with all
information necessary to execute and monitor a voyage.
fEstEIL. ANS RUY/RILERMITI R TLMRICHEICH L. MBORBRUERICLELZETO
FHRERBTEHIL

EP4 An ANS or system for remote navigation should provide a means to review and as necessary modify the
voyage plan at all times.
ANS X $iEfEMITO R T LG, fBHEEZEICREL. BEISHLTBEYSFBRERHTEL L
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1. &Rl
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